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The internet — an inspiring and positive place

The internet is an amazing resource which enables children and young peopie to connect, communicate and be creative in a number of
different ways, on a range of devices. However, the internet is always changing, and being able to keep up to date with your children’s use
of technology can be a challenge. You may sometimes feel that your children have better technical skilis than you go, howsver children and
young peopile still need acvice and protection when it comes to managing their lives online.

Issues that your child may sncounter on the internst will vary depending on their age and online activities. We have grouped potent:al online
nsks into these 4 categories

Conduct:

Children need to be aware of the impact that ther online actmty can have on both themsehves and other people, and the digtal

footprint that they create on the internst. It's sasy to feal anonymous online and it's important that children are awars of who s able

to view, and potentially shars, the information that they may have posted. When using the internet, it's important to keep personal
information safe and not share it with strangers. Discuss with your child the importance of raporting inappropniate conversations, massages
images and behawiours and how this can be gone.

Content:

Some online content is not suitable for children and may be hurtful or harmful. This is trus for content accessad and viewad via

social networks, online games, blogs and websites. it's important for children to consider the reliability of online matenal and be

aware that it might not be true or written with a bias. Children may need your help as they begin to assass content in this way
There can be legal consequences for using or downloading copyrighted content, without seeking the author’s permission

Contact:

It is important for children to realise that new friends made online may not be who they say they are and that once a fnend is

added to an online account, you may be shanng your personal information with them. Regularly reviewing frends kists and

removing unwanted contacts is a useful step. Privacy settings online may also allow you to customise the information that each
frend is able to access. If you have concerns that your chid is, or has been, the subject of inappropriate sexual contact or approach by
anothar person, it's wital that you report it t0 the police wia the Child Exploitation and Online Protection Centre (www.ceop.police.uk). if your
child is the victim of cyberbullying, this can alsc be reported online and offline. Reinforce with your child the importance of teling a trusted
adult straight away if someone is bullying them or making them feel uncomfortable, or if one of their fnends is being bullied online

Commercialism:

Young people's privacy and enjoyment online can sometimes be affected by advertising and marketing schemes, which can

also mean inadvertently spending money online, for example within apphcations. Encourage your children to keep thesr personal

information private, learn how to block both pop ups and spam emails, turn off in-app purchasing on devices whers possible, and
use a famity email address when filling in online forms

There are real advantages in maintaining an open dialogue with your child about their
internet use. Not sure where to begin? These conversation starter suggestions can help.

0 Ask your Ask them Ask them if o Encourage Think about

children to about how they know them to how you
tell you about they stay safe where to go for help someone! each use the
the websites and online. What tips help, where to Perhaps they can internet. What
apps they like do they have for find the safety show you how more could you
to use and what you, and where advice, privacy to do something do to use the

they enjoy did they learmn settings and how better online or internet together?
doing online. them? What is to report or block they might have a Are there activities
OK and not OK on the services friend who would that you could
to share? they use. benefit from their enjoy as a family?
help and support.




What can | do right now?

(] Maintain an open dialogue with your chikd and encourage them to talk to you about therr internet use: for exampls who they're
tallang to, sarvicas they're using, and any issuss they may be expenancing.

[ Create a family agresment to establish your children’s boundanes, and your expectabions, whan on the internst.

] Give your child strategies to deal with any online content that they ars not comfortable with — such as turning off the scraen,
talling an adult they trust and using online reporting facilities.

(] Consider using filtering software to block unwanted content. In additon to fitering, remember that discussion with your child, and
imealvament in their internst uss, are both effective ways 10 educate them about the intemst.

(] Encourage your childran to ‘think before you post.” Online actions can impact not onfy yourself but the Ives of others. Content
posted privatety oniine can be publichy shared by others, and may remain onling forever.

(] Understand the law. Soma onling behaviour may braak the law, for example when downloading or sharing content with others.
Be able to recommend legal services.

(] Famiiarisa yoursalf with the privacy settings and reporting features avaiable on popular stes and sarvices.

[ Kyour child is being bullied online, save all available evidence and know whers to report the incident, for example to the school,
genice provider, or the polics if the law has been braksen.

[ Familiarise yoursslf with the age ratings for games and apps which can help to indicate the level and suitability of the content.
Also sea if onling reviews are available from other parents as these may be helpful.

] Set up a family email address that your children can use when signing up to new games and websites onling.

[ Encourage your children to use nicknames (whers poesible) instead of their full name online, to protect their personal information,
and create strong passwonds for every account.

O Set up aPIN or password on devices to help protect personal information.

Sign up to our Chikdnet newslettar at www.childnet.com.




Help make sure that your children know how to stay safe online, by using our SMART Rules for pnmary aged children, or 5 Tips for Teans

5 SMART Rules for primary aged children:

Safe: Keep safe by being careful not to give out personal

infermation when you're chatting or posting online.
Personal information includes your email address, phone
number and password.

Meet: Meating someone you have only been in touch

with online can be dangerous. Only do so with your
parents' or carers' permission and even then only when they
can be present. Remember online friends are still strangers
even if you have been talking to them for a long time.

Accepting: Accepting emails, messages, or opening

files, images or texts from people you don't Know or
trust can lead to problems - they may contain viruses or nasty
messages!

Reliable: Someone online might lie about who they are

and information on the internet may not be true. Always
check information by locKing at other websites, in books, or
with someone who Knows. If you like chatting online it's best to
only chat to your real world friends and family.

Tell: Tell a parent, carer or a trusted adult if someone, or

something, makes you feel uncomfortable or worried, or
if you or someone you Know is being bullied online.

Further advice and resources:

www.childnet.com
www.saferinternet.org.uk

5 Tips for Teens:

Protect your online reputation: use the tools provided

by online services to manage your digital footprints and
‘think before you post.’ Content posted anline can last forever
and could be shared publicly by anyone.

Know where to find help: understand how to report to

service providers and use blocKing and deleting tools. If
something happens that upsets you online, it's never too late to
tell someone.

ir inhibitions
send you can't

Don't give in to pressur
you've lost control; ance y
take it back.

and know how to
u want

Respect the law: use reliable sery
legally access the music, film and TV

Acknowledge your sources: use trustworthy content
and remember to give credit when using other people's
ideas
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